What do | do with the 'Application Blocked' message”?

When using the Java applet web-based user interface you may receive the '‘Application
Blocked by Java Security' message:

Java Application Blocked 2

Application Blocked by Java Security ||Q‘|

For security, applications must now meet the requirements for the High ar Very High
security settings, or be part of the Exception Site List, to be allowed to run.

Mare Information
HName: Arcitecta Desktop Integration

Location: https:/jrds.unsw.edu.au

Reason: Your security settings have blodked a self-signed application from running
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To prevent this message appearing and to enable Java (dti) to function, add the Data Archive
url to your Java exception list using the steps set out below:

1. Open the Java Control Panel.

e For Windows:
o Go to Start and click on Control Panel.


https://www.dataarchive.unsw.edu.au/faq/what-do-i-do-application-blocked-message
https://rds.unsw.edu.au/java
http://java.com
https://www.dataarchive.unsw.edu.au/../faq/what-does-term-word-mean%23Collections
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o Click on Control Panel and enter ‘java’ in the search box.
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#8) Search Windows Help and Support for “Java’

o Double click on the Java icon to open the Java Control Panel.

e For Mac:
o Go to System Preferences.
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o Click on Java Settings to open the Java Control Panel.
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2. Update the Java Control Panel.
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EGEHEFE|§| Java | Security | Advanced

About

View version information about Java Contral Panel.

Metwork Settings

Metwork settings are used when making Internet connections. By default, Java will use the network
settings in your web browser, Only advanced users should modify these settings.

Metwork Settings...

Temporary Internet Files

Files you use in Java applications are stored in a spedial folder for quick execution later. Only
advanced users should delete files or modify these settings.

Settings... ] [ View...

Java in the browser is enabled,
See the Security tab

i Ok ] [ Cancel Apply

J

3. Click on the Security tab.
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| General | Java | Security | Advanced

Enable Java content in the browser

Security level for applications not on the Exception Site list

() Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

@ High

Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security

prompts.
Click Edit Site List...
o add items to this list. [ Edit Site List... ]
Restore Security Prompts ] [ Manage Certificates... ]
| QK ] [ Cancel Apply
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4. Click on the Edit Site List... button.



| £/ Java Control Panel =R

| General | Java | Seaurity | Advanced |

[V] Enable Java content in the browser

Security level for applications not on the Exception Site list

(C) Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

@ High
Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security

prompts,
Click Edit Site List...

to add items to this list.

Restore Security Prompts | | Manage Certificates... |

I ok || cancel || apply

5. Click on the Add button



%) Exception Site List o

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

Click Add to add an item to this list.

“l FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

6. Enter the Data Archive url: https://rds.unsw.edu.au.

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

Location

-'ltu:ls:ﬂrds.unsw.edu.au|

lih FILE and HTTP pratocols are considered a security risk.
We recommend using HTTPS sites where available.

7. Click on the OK button to save your changes.


https://rds.unsw.edu.au

8. Click on the OK button to close the Java Control Panel.

[£| Java Control Panel L = ﬁ,l
General | Java | Security | Advanced

Enable Java content in the browser

Security level for applications not on the Exception Site list
(™) Wery High
Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.
@ High

Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

https: /frds.unsw. edu.au -

Edit Site List... |

Restore Security Prompts ] [ Manage Certificates... ]

Ok ] [ Cancel Apply

See the Java applet guide for further information and other troubleshooting ideas.

Note: adding the Data Archive url (rds.unsw.edu.au) is also required when using the Safari
browser. See the Safari section of the How do | configure my browser for Java? FAQ.

Note: the 'Security Redirect' message may be the next issue you encounter.

Note: Java is not required when you use the Web application. For further information on using
the Web application see the Web application guide.

Help and further information:

e To learn more about the Data Archive:


https://www.dataarchive.unsw.edu.au/../help/java-applet-guide%23Java
https://support.apple.com/en_AU/downloads/safari
https://www.dataarchive.unsw.edu.au/../faq/how-do-i-configure-my-browser-java%23safari
https://www.dataarchive.unsw.edu.au/../faq/how-do-i-configure-my-browser-java
https://www.dataarchive.unsw.edu.au/../faq/security-redirect-message-has-appeared-what-do-i-do
https://rds.unsw.edu.au
https://www.dataarchive.unsw.edu.au/../help/web-application-guide

o go to the Start here page

o see all Help Topics

o see all Frequently Asked Questions (FAQS)

o browse through the carousel on the homepage to view all available videos
To access the Data Archive Web application, use this link, or, go to the Home page for
other access options
To access the Data Archive using the Java applet web-based user interface, use this link
. For more information, see the Java applet guide
To create, or update, a Research Data Management Plan go to the ResToolkit service
Note: the Data Archive service is also available over SFTP, see the SFTP client guide
for more information
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http://www.dataarchive.unsw.edu.au
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